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Copyright 
This publication, including all photographs, illustrations and software, is protected under international copyright 
laws, with all rights reserved.  Neither this manual, nor any of the material contained herein, may be reproduced 
without the express written consent of the manufacturer. 

Copyright © 2007 DataOn Storage. 

Trademarks 
All product names used in this manual are the properties of their respective owners and are acknowledged. 

Disclaimer 
The information in this document is subject to change without notice.  The manufacturer makes no representations 
or warranties with respect to the contents hereof and specifically disclaims any implied warranties of merchantabil-
ity or fitness for any particular purpose.  Furthermore, the manufacturer reserves the right to revise this publication 
and to make changes from time to time in the content hereof without obligation of the manufacturer to notify any 
person of such revision or changes. 

Safety Measures 
Computer components and electronic circuit boards can be damaged by discharges of static electricity. Working on 
computers that are still connected to a power supply can be extremely dangerous. Follow these guidelines to avoid 
damage to the storage RAID system or injury to yourself. 

• Always disconnect power when carrying out work inside the unit. 
• If possible, wear a grounded wrist strap when carrying out work inside the unit.  Alternatively, discharge 

any static electricity by touching the bare metal chassis of the unit case, or the bare metal body of any 
other grounded appliance. 

• Hold electronic circuit boards by the edges only.  Do not touch the components on the board unless it is 
necessary to do so. Do not flex or stress the circuit board.  

• Leave all components inside the static-proof packaging until you are ready to install the component. 

Equipment Location 
This equipment should only be accessed by SERVICE PERSONNEL or by USERS who have been instructed about 
the reasons for the restrictions applied to the location. Access is through the use of a TOOL or lock and key, or 
other means of security, and is controlled by the authority responsible for the location. 

About this Guide 
This guide describes the configuration of Device Mapper Multipath in details. This guide is intended for trained per-
sonnel only. 
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BEFORE YOU BEGIN  
 

Refer to the following table for a list of abbreviations used in this document. 

Abbreviations Definition 

DM Device Mapper 

HBA Host Bus Adapter 

I/O Input/Output 

LU Logical Unit 

LUN Logical Unit Number 

CLI Command Line Interpreter 

RHEL Red Hat Enterprise linux 

WWID World Wide Identifier 

WWN World Wide Name 

GUI Graphical User Interface 

SAN Storage Area Network 

OS  Operating System 

rpm  Red Hat’s Package Manager 

FC Fibre Channel  
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1  OVERVIEW 

This guide provides detailed descriptions on the configuration of Linux multipath driver under RHEL (Red Hat 
Enterprise Linux Advanced Server 4) operating system. In Linux, the multipath is a Device-Mapper device. It 
supports concatenation, striping, snapshots, mirroring, and multipathing. The multipath function is provided by 
the combination of the kernel modules and userspace tools. 

By default the dm-mod and dm-multipath modules are parts of the RHEL AS4 kernel modules.  

DDeevviiccee  MMaappppeerr  MMuullttiippaatthh  CCoommppoonneennttss  
The following components are included in the Device-Mapper Multipath support. 

 dm-multipath kernel module: This module re-routes I/O and provides failover to paths and path 
groups. 

 multipath configuration tool: Provides command to configure, list, and remove multipath devices. The 
command is run in rc.sysinit during startup, followed by udev whenever a block device is added. 

 multipath daemon: This daemon monitors paths and check if faulty paths have been fixed. When paths 
are reverted, multipathd may also initiate path group switches to ensure that the optimal path group 

is being used. It is also possible to interactively modify a multipath device. 

 kpartx configuration tool: This command creates Device Mapper devices for partitions on a device. This 
command is necessary for MS DOS-based partitions with Device Mapper Multipath. 

 

MMaaiinn  FFeeaattuurreess  
This following lists the main features of Device Mapper Multipath: 

 Provides a single block device node for a multipathed LU 

 Ensure that I/O is re-routed to available paths during path failure. 

 Ensure the failed paths are revalidated as soon as possible. 

 Configure the multipaths to maximize performance 

 Reconfigure the multipaths automatically when events occur 

 Provides Device Mapper Multipath features support to newly added LU. 

 Ensure stability for the naming of the Device Mapper Multipath devices. 

 Configure multipaths automatically at early stage of rebooting to permit OS install and rebooting on a mul-
tipathed LU.  
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 Provide policy based grouping for uses to customize the I/O flow. 

HHooww  DDeevviiccee  MMaappppeerr  MMuullttiippaatthh  wwoorrkkss  
A host can access a LU by multiple paths, with a path being a route from one host HBA port to one storage con-
troller port. When a path fails, Device Mapper Multipath reroutes the I/O over other available paths.  

When there are multiple paths to a storage controller, each path is seemed as a separate device so it resulted in 
multiple devices for a single LU. A Logical Units (LU) is the physical storage arranged in virtual drives which are 
provided by a storage controller. Each LU is identified by a World Wide Identifier (WWID) or World Wide Name 
(WWN). Device Mapper Multipath then provides a single block device for these devices having a single WWN. 

For example: When a host with two HBAs attached to a storage controller with two ports (via a single unzoned 
FC switch) sees four single device /dev/sda, /dev/sdb/, /dev/sdc, and /dev/sdd. Device Mapper Multipath then 
provides a single block device named /dev/mpath/mpath1 that reroutes I/O through those four underlying de-
vices. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Device Mapper Multipath Configuration Guide 

 

 6 

2  SUPPORT MATRIX 

CCoonnffiigguurraattiioonnss  ssuuppppoorrtteedd  
The following configurations are supported by Device Mapper Multipath: 

 

Operating System 

 It is supported under RHEL4 U4 

 

Host Bus Adapter (HBA) 

 Only Fiber Channel HBA supported is Qlogic QLA2462 with driver version v8.01.04-d7 ( this is the built-in 
driver for QLA2462 in RHEL4 U4) 

 A single host with 2 HBAs is connected to a single storage device 

 HBAs must come from the same vendor 

 

Configuration file 

 Support for wild card or regular expression in the /etc/multipath.conf file for RHEL4 

 Enter device properties in the /etc/multipath.conf file manually 

 Time-based I/O request queuing (no_path_retry in the /etc/multipath.conf file) is only supported in RHEL4 
U4 

 

Others 

 Maximum number of LU supported is 50 

 Only x86 and x86_64 architectures are supported 

 Only base partition is supported 

 Only round-robin load balancing policy is supported 

 Only CLI, not GUI, is supported 

 Support single path access to root device only 

 Not support for SAN boot  
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 3  INSTALLATION  

Prior installing the Device Mapper Multipath, confirm that your system do support Device Mapper Multipath. En-
sure that the Device Mapper packages are installed in the system and is available with OS distribution CDs. En-
sure the latest HBA drivers are installed. 

 

IInnssttaalllliinngg  DDeevviiccee  MMaappppeerr  MMuullttiippaatthh  
Follow the instructions below to install Device Mapper Multipath in the system. 

Step 1 Verify whether the dm-mod and dm-multipath modules are loaded and the Multipathd Daemon has 
started automatically at boot time. 

Step 2 If the above two modules are not installed, install dm-multipath module into the Linux kernel. 

Step 3 Install device-mapper multipath tools. 

a) First get the rpm package from RHEL U4 DVD.             

There are two packages for RHEL4: 

 device-mapper-1.02.07-4.0.RHEL4.rpm 

 device-mapper-multipath-0.4.5-16.1.RHEL4.rpm                

b) # rpm –ivh device-mapper-1.02.07-4.0.RHEL4.rpm  device-mapper-multipath-0.4.5-16.1.RHEL4.rpm (Text 
mode based color menus)  OR 

Double-click device-mapper-1.02.07-4.0.RHEL4.rpm and device-mapper-multipath-0.4.5-
16.1.RHEL4.rpm (X windows based configuration tool) 

Install device-mapper-1.02.07-4.0.RHEL4.rpm, and device-mapper-multipath-0.4.5-
16.1.RHEL4.rpm (Red Hat’s Package Manager) packages. The package information is split into three parts 
by dashes: package name, software version number, and package build number. The package build number 
is important in case there is a more recent rpm build of a program with the same version. 
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4  USING DEVICE MAPPER MULTIPATH 

This section describes how to configure the Device Mapper Multipath for the storage RAID system, how to set 
up the Device Mapper Multipath daemon, and finally, how to start the Device Mapper Multipath. Refer to this 
section if the Device Mapper Multipath has been installed successfully in the system. 

 

CCoonnffiigguurriinngg  DDeevviiccee  MMaappppeerr  MMuullttiippaatthh  

The configuration is done by editing the /etc/multipath.conf configuration file: 

# vi multipath.conf (This is a configuration file for the multipath program) 

All multipath devices are commented out initially. The configuration file is divided into four sections:  

 system defaults (defaults) 

 blacklisted devices (devnode_blacklist)  

All devices are blacklisted for new installations. The default blacklist is listed in the commented out 

section of /etc/multipath.conf. Blacklist the device mapper multipath by WWID if you do 

not wish to use this functionality. 

 per storage array model settings (devices): Used for all multipath devices with matching vendor 

and product values.  

 per multipath device settings (multipaths): Used for the multipath device with a matching WWID 

value.  

      In order to determine the attributes of a multipath device, first check the per multipath settings, then the 
controller settings, and finally check the system defaults. 

     The per storage array model settings are used for multipath devices with matching vendor and product val-
ues. Therefore, add matching disk vendor and product values for each disk used in the system. Note that 
for every different disk models (i.e. different product name) you need to write a separate device 
configuration for each disk model.  

Specify the vendor, product ID and option for scsi_id if SATA disks are used. Note that the vendor field 
should be 8 characters and there should be 16 characters for the Product field. Space may be padded. 
The SAS disks work with default settings and there is no need to specify the configurations.  
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NOTE:  

1. Refer to the following file for a complete list of all options: 

/usr/share/doc/device-mapper-mltipathd-0.4.5/multipath.conf.annotated 

2. Refer to the following file for the compiled-in defaults for the “defaults”, “devnode_blacklist”, and “de-
vices”: 

/usr/share/doc/device-mapper-multipathd-0.4.5/multipath.conf.synthetic 

Configurations for the Storage RAID system: 

device { 

 vendor             "STORAGE " 

 product            "RAID            " (only for RHEL4 U4) 

 path_grouping_policy    failover 

 getuid_callout    "/sbin/scsi_id -g -u -s /block/ %n” 

 path_checker         tur 

 path_selector     “ round-robin 0” 

prio_callout          “ /sbin/mpath_prio_alua %d” 

 failback                immediate 

 no_path_retry           queue 

         rr_weight                  priorities 

      hardware_handler          "0" 

      features          "0" 
                  

} 

   

IMPORTANT:  

   For vendor string “STORAGE ”, remember to leave one space character. 

   For product string “RAID            “, remember to leave 12 space characters.  
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The following table gives an explanation for the meaning of each attribute. 

Attribute Description Parameter values 

Path_grouping_policy Maps to a specified policy  Failover: 1 path per priority 
group 

 Multibus: all paths in one prior-
ity group 

 Group_by_serial: 1 priority 
group per serial 

 Group_by_prio: 1 priority group 
per priority value 

 Group_by_node_name: 1 prior-
ity group per target node name. 

Path_checker Determines the path state Tur 

Path_selector Select a path selector algorithm to use.  Round-robin 0 

Prio_callout Executable to obtain a path weight for a 
block device. 

/sbin/mpath_prio_alua %d 

failback Used to manage the path group failback.  Manual 

 Immediate 

 n >0 

No_path_retry Fail: Immediate failure (no queuing) 

Queue: never stop queuing  

 Fail 

 Queue 

 n>0 
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SSeettttiinngg  uupp  DDeevviiccee  MMaappppeerr  MMuullttiippaatthh  ddaaeemmoonnss  

Follow the steps below to set the multipathd init script to run at boot time. 

1.   # chkconfig – list multipathd 

Run this command to check if the daemon is configured to start in any run level. 

 

2.   # chkconfig [--level levels] multipathd on (Value of run level ranges between 2-5) 

# chkconfig multipathd 

Start the Multipathd Daemon at boot time in the specific run level. 

3. Reboot the host to start dm-multipath. 

 

SSttaarrttiinngg  DDeevviiccee  MMaappppeerr  MMuullttiippaatthh  

Each time a change in the attribute for the storage RAID system, it will result in editing the multipath.conf 
file, reloading the configurations, and restarting the Multipathd Daemon by the following commands: 

# /sbin/multipath –v0 

# /etc/init.d/multipathd restart   

Execute the above commands only if the attributes have been changed. 

 

UUssiinngg  DDeevviiccee  MMaappppeerr  MMuullttiippaatthh    

The multipath devices are created under the /dev/mapper directory in RHEL4 hosts. These devices are the 

same as any other bock devices in the host. Add a new multipath device name in the multipath sub-sections in 
the /etc/multiapth.conf file, with their corresponding attributes alias and the WWID of the multipath 

device. 
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For example: 

A multipath device mydatadisk is created under /dev/mapper in the /etc/multipath.conf file 

with WWID 36001: 

multipaths { 

multipath { 

wwid 36001 

alias mydatadisk 

path_grouping_policy multibus 

path_checker readsector0 

path_selector “round-robin 0” 

} 

Then you can use /dev/mapper/mydatadisk like any other block device.  

 

Limitations 

 ioctls support is not available on a multipath device created by Device Mapper. 

 Users must manually enter the device properties and device aliasing in the /etc/multipath.conf 
file. 

 Online LU deletion/addition is not supported. 

 Device Mapper Multipath may not create device nodes for partitions when the configuration has many LUs. 

 

Basic operations of Device Mapper Multipath 

The following lists the CLI commands supported by Device Mapper Multipath: 

CLI Command Description 

# multipath  -b Specify an alternate location for the user-friendly names bindings file. The 

default locations is /var/lib/multipath/bindings. 

# multipath –d Dry run, do not create or update devmaps 

# multipath –f Flush a multipaht device map specified as parameter, if unused 

# multipath –F Flush all unused multiapth device maps 



Device Mapper Multipath Configuration Guide 

 

 13 

# multipath –1 Show the current multipath topology from information fetched in sysfs and 

the device mapper 

# multipath –11 Show the current multiapth topology from all available information (sysfs, 
the device mapper, path checkers…) 

# multipath –p  Force maps to specified policy: 

Failover: 1 path per priority group 

multibus:  All paths in 1 priority group 

group_by_serial:  1 priority group per serial 

group_by_prio: 1 priority group per priority value. Priorities are deter-

mined by callout programs specified as a global, per-controller or per-
multipath option in the configuration file 

group_by_node_name: 1 priority group per target mode name. Target 

node names are fetched in 
/sys/class/fc_transport/target*/node_name 

# multipath –v  Prints all paths and multipaths 

0    no output 

1    print the created or updated multipath names only, for use to feed other 
tools like kpartx 

2+  print all info: detected paths, coalesced paths (ie. multipath) and device 
maps 

 

scsidev utility for Linux 

Refer to http://www.garloff.de/kurt/linux/scsidev/ for the scsidev utility for Linux. 

In order to allow Linux FC HBA driver to scan each LUN while booting up: 

We suggest end users to re-scan the whole scsi bus by rescan-scsi-bus.sh 
(http://www.garloff.de/kurt/linux/rescan-scsi-bus.sh) after the Linux host has booted up. 

  

By the following command:  

./rescan-scsi-bus.sh --luns=`seq 0 n`     

The shell script will re-scan LUN 0 to LUN n. 
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Modify timeout value for SCSI Device 

The default timeout value for each SCSI Device is 30. This value is pretty low for large block accessing. This is 
especially true since the Linux kernel tends to merge small IO pieces to improve the performance of block de-
vices. We suggest users to modify the default timeout value from 30 secs to 80 secs. In this way it will prevent 
the HBA Driver to do task management too frequently. 

 

 To show the default timeout value for each SCSI Device: 

# for x in `ls /sys/class/scsi_device/`;  

do cat /sys/class/scsi_device/$x/device/timeout; done 

 

 To modify the timeout value to 80 secs for each SCSI Device: 

# for x in `ls /sys/class/scsi_device/`;  

do  echo 80 > /sys/class/scsi_device/$x/device/timeout; done 
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5  TROUBLESHOOTING 

Below we listed some of the problems that are often encountered by the users: 

 

Q1: The Multipath Daemon (multipathd) is malfunctioned during the following situations:  

a) When a physical link is changed from online to offline, it will take some time in order for the multi-

pathd to detect the actual connection status (since I/O is yet not completed). If the physical link is 

changed back to online again while I/O is still in process, the multipathd will detect the actual con-

nection status as offline due to confusion. 

b) When a physical link is changed from offline to online, it will take some time in order for the multi-

pathd to detect the actual connection status (since I/O is yet not completed). If the physical link is 

changed back to offline again while I/O is still in process, the multipathd will detect the actual con-

nection status as online due to confusion. 

 

Workaround: 

Check whether the link is online or offline by typing the following command:  

 # multipath –ll 

Note: The above command will take a little longer to execute since the I/O is still in process.  

 

 

Q2: The Multipathd Daemon (multipathd) dies during failover or failback. Check the status of the multi-

pathd by typing the following command: 

 # service multipathd status 

 

Workaround: 

Restart the service by typing the following command:  

# service multipathd restart 

 

 

 

Q3: The Linux SCSI devices (sda, sdb…etc) is offline/blocked when FC link is broken. In this case the Multipath 
Daemon will fail to issue commands  TUR/ReadSector0 to the offline SCSI devices. 
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Workaround: 

 Reset each SCSI device to the RUNNING state by the following command: 

# for x in ‘ls /sys/class/scsi_device/’;do echo running > 

/sys/class/scsi_device/$x/device/state; done 

 


